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SCHOOL PROPOSAL TO THE GRADUATE COUNCIL

BY

THE VOLGENAU SCHOOL OF INFORMATION TECHNOLOGY AND ENGINEERING

1. CATALOG DESCRIPTION

(a) CFRS 510 (3:3:0) Digital Forensics Analysis (3:3:0)
(b) Prerequisites: graduate standing or permission of instructor.
(c) Catalog Description:  Explains Computer Forensics crime scene procedures, beginning with initial walk-through and evaluation; identification and collection of potential evidence; preparation of intrusion investigation; aspects of working with investigators and attorneys; reverse engineering with file identification and profiling; application of critical thinking in determination of significance of artifacts; and analysis and reporting of evidence.
2.
JUSTIFICATION

(a) 
Course Objectives:  
The course will provide an introduction to the analytical crime scene procedures used in computer forensics investigations.  Students will learn the investigative aspects that take place at a crime scene, which include the identification and collection of evidence, preparation for intrusion investigation and reverse engineering with file identification and profiling, aspects of working with investigators and attorneys, plus learning to apply critical thinking in the determination of the significance of artifacts at the crime scene. A key objective will be the preparation of analytical reports on the evidence discovered.
(b) Course Necessity: 
The MS in Computer Forensics program provides a strong set of courses to equip graduates with the technical tools to conduct computer forensics investigations in the areas of network forensics, digital media forensics, operations of intrusion detection for forensics, and incident response forensics.  This course is required to provide students with the skill set needed to quickly evaluate a crime scene, identify and collect potential evidence, work effectively with others on the scene or at later meetings (investigators and attorneys), apply critical thinking to the evidence, and provide clear, accurate, and concise written reports on what they have discovered.

(c) Relationship to Existing Courses:
There is no equivalent course offered in the Volgenau School of Information Technology and Engineering.  There is a companion course in the MS in Computer Forensics program, CFRS 500 Introduction to Technologies of Forensics Value, which covers the technological tools available to assist a Computer Forensics Examiner in collecting evidence at a crime scene.
3.
APPROVAL HISTORY
ECE Department


Date: 01/22/10

IT&E Graduate Committee

Date:

IT&E Dean


Date:


4.
SCHEDULING

Fall and Spring semester, starting Fall 2010, and later in summer sessions, as demand requires.
Proposed Instructors: Special Agent James Durie, Special Agent Robert Osgood, Gary Amos, Angela Orebaugh, Jeremy Allnutt, and suitably qualified faculty and adjunct professors.

5. COURSE OUTLINE

(a) Syllabus
Week 1
Introduction to Computer Forensics Terms and Concepts 
Brief history of forensics from fingerprints to DNA and digital artifacts (pieces of an investigative puzzle). Three meta aspects of computer forensics; file systems, OS, Apps. (Chapter 1, Casey)
 
Project 1 set

Week 2
Investigative Methodology, Forensic Analysis and Electronic Discovery.
Crime scene management and analysis: Introduce, walk-through, and evaluate simulated crime scene from a computer forensic investigator's point of view. Identify potential evidence, evidence collection, device and media imaging. (Chapter 2,3, Casey)

Week 3
Case and analysis preparation for Intrusion Investigation.
Focuses on the questions: 
What are you trying to prove or disprove?  What are the elements of proof?  Shows how to prepare for a crime scene examination.  Aspects of working with investigators and attorneys. (Chapter 4, Casey)


 

Week 4 

Windows Forensic Analysis (Chapter 5, Casey) 

 

Week 5 
Unix Forensics. (Chapter 6, Casey)
Week 6
Macintosh Forensics. (Chapter 7, Casey)

  
Research Paper on Project 1 due

Week 7

Mid-Term Exam


Week 8

Embedded Systems Analysis. (Chapter 8, Casey)
 
Project 2 set

Week 9
Reverse Engineering. (Chapter 3, Anson and Bunting)
File Identification and Profiling: Initial Analysis of Suspect File          
Analysis of Suspect Program Windows (Chapter 7 and 9 Aquilina et al.)

Week 10
Reverse Engineering. (Chapter 3, Anson and Bunting)
File Identification and Profiling: Initial Analysis of Suspect File          
Analysis of Suspect Program Unix (Chapter 8 and 10 MFDFI, Aquilina etal)

Week 11

Password Cracking/Crypto/Steganography. (Various Sources)
Week 12

Computer forensics and the law. Rules of evidence and expert testimony. (Chapter 6, Aquilina et al.)


Week 13

Beyond the box; 
Applying basic analytical/critical thinking methodologies to help determine the significance of artifacts beyond the context of a given piece of evidence. Determining whether this helps prove or disprove the investigative or legal theory.  And Presenting the Results (Chapter 16, Anson and Bunting)
Week 14

Network Investigations (Chapter 9 DFI, Casey)
Mobile Network Investigations (Chapter 10 DFI, Casey)
 
Research Paper on Project 2 due

Week 15
Final exam

(b) Required Reading and Reference Material

Mandatory books:
Eoghan Casey, Handbook of Digital Forensics and Investigations , Academic Press c 2010; 
ISBN 13: 978-0-12-374267-4 

James Aquilina and et al. Malware Forensics, Investigating and Analyzing Malicious Code ,  Syngress, c2008   
ISBN: 13: 978-1-59749-268-3

Supplementary book:

 
        S. Anson and S. Bunting, Windows Network Forensics and Investigations, Sybex, 2007. 
 
        ISBN: 13: 978-0-4700-9762-5 

        Supplementary texts for reference: 

        Material will be posted during the course and specific web sites identified.


 
(c)   Student Evaluation Criteria


Mid-term:

30%

Research paper I:
20%

Research Paper II
20%

Final:

30%

NOTES:

(a) Students will be assigned two projects, one at the beginning of the semester and one after the mid-term exam.  These projects will be reported on through two research papers, one due in the class before the mid-term exam and one due in the class before the final exam.  The typed papers will each be around 15 pages long (not including exhibits, references, footnotes, etc.) in Times Roman 12 point, double-spaced, with one-inch margins.
(b) The research projects are an original research assignment that combines academic research and practical research to resolve an issue in the field of computer forensics and digital media analysis. 
(c) The reporting of these assignments includes two aspects: (i) the written reports (the research papers) noted above and (ii) the original notes made during the forensic examinations that cover the practical aspects of the research.
(d) Students will be expected to prepare Project Presentation material in Power Point that gives an overview of each of the projects.  The presentation material shall be consistent with a 30-minute presentation, but the presentations will only be required if time permits.
(e) Projects will be posted on a website for the GMU Computer Forensics program. The students will be required to blog on this website about their project and how it progresses with the opportunity for others to comment on their work. This aspect of the project is intended to familiarize student with the Computer Forensic Community at large where it is usual to apply comments and criticism to advance their research. 
